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a b s t r a c t 

The advances in Information Technologies (ITs) are providing Industrial Control Systems (ICS) with a great 

capacity for interconnection and adaptability. However, the use of communication networks makes ICS 

highly vulnerable. Consequently, it is essential to develop methodologies for the identification and subse- 

quent classification of the ICS that intervene in critical infrastructure assets with any level of complexity, 

scalability and heterogeneity. The System and Infrastructure of Knowledge for Real Experimentation by 

means of Cells of Industrial Automation (SIKRECIA), described in this work, provides new capabilities for 

research, development, simulation and testing of the functioning of these systems, and the ability to fore- 

see the behavior of a specific system in industrial production. The scenarios recreated through SIKRECIA 

have the ability to anticipate new threats that affect the ICS of critical infrastructures. Using SIKRECIA, a 

specific vulnerability of a PLC has been verified through the engineering programmed for the manage- 

ment of a traffic light control system. The results obtained demonstrate the high dependence between 

IT and OT (Operation Technologies) systems and therefore the importance of being able to recreate those 

environments before entering into operation. As SIKRECIA is an open system, it can use components from 

different industrial manufacturers to cover the existing architectures in the process industry. 

© 2020 Elsevier B.V. All rights reserved. 

1. Introduction 

The research presented in this contribution is the result of the 

work developed in the area of cybersecurity in ICS environments 

[1–3] . To obtain a real result adapted to the specific needs of the 

so called "evaluation of prior risks" in an industrial production sys- 

tem, it is necessary to use real scenarios. At the same time, it pro- 

vides the ability to perform forensic analyses of non-allowed inter- 

ventions and analyses of behavior patterns through different tools 

present in the SIEM (Security Information and Event Management). 

Academic institutions must take the initiative in the provision 

of scenarios for simulation testing and tests of real components of 

the industry, as well as the architectures deployed for this purpose. 

The importance of virtualized environments should be relegated to 

the background, since industrial systems require real contexts with 

complete operational readiness. These actions are intended to gen- 

erate confidence in the world of operation technologies (OT). 
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One of the main issues that motivated the work presented here 

was the analysis of what was proposed in the technical report "In- 

troduction to the Framework Certification of Cybersecurity Compo- 

nents (ICCF)” [4] , published by the Joint Research center (JRC), the 

science and knowledge service of the European Commission, which 

pursues a scientific dispensation provision for the European policy- 

making process. This report aims to propose an initial set of com- 

mon and comprehensive European requirements to promote IACS 

cybersecurity certification in Europe, to the point where suppliers 

are stimulating new demands by responding with innovation in its 

products to devise the cybersecurity certification of IACS compo- 

nents and play a key role in protecting critical infrastructures, and 

as a result of improving the resilience of systems and, therefore, 

both, a greater sense of security for citizens. 

The IACS Components Cybersecurity Certification Framework 

(ICCF) aims to provide sufficient help to make certification in cy- 

bersecurity fluid and easy, always at a controlled cost and with 

recognition within and outside European borders. In this way, the 

possible inclusion of the SIKRECIA system as one more architecture 

collaborating in IACS is feasible, having a place by its very nature 

within the role of ICCF identified as laboratory, and complying with 

consistent evaluation pathways in evaluation, assessment, testing 
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